BANG THONG SO KY THUAT

Giai phap sao luu s6 1 cho VMware ciia NAKIVO

NAKIVO Backup & Replication cung cdp mot bo tinh nang toan dién cho viéc sao luu may ao, khoi
phuc mdy ao tirc thi, phuc hoi sau tham hoa, bao vé chdng phan mém tong tién va gidm sat ha tang
cho cac méi truong VMware, tat ca déu dugc tich hop trong mét giao dién duy nhat.

GIAO DIEN QUAN
LY TONG HOP

danh cho viéc sao luu
may o VMware, khoi
phuc tirc thi, phuc hoi hé
théng tai dia diém khac
va bado vé chéng lai phan

TRIEN KHAI
LINH HOAT

trén NAS, Windows, Linux
hoac dudi dang may do
(VA) hoac hinh anh may
a0 (AMI) da dugc cau hinh

san trén VMware/Nutanix.

CAC MUC TIEU LUV
TRU DA DANG

bao gom céc thu muc

cuc b, cac nén tang dam
may céng cong, bo luu trir
tuong thich véi S3, NAS va
bang ttr.

GIACA

PHAI CHANG

tlr 2,50 USD m&i may &o
(VM)/thang (g6i dang ky)
hodc 229 USD méi khe
cdm CPU (ban vinh vién).

mém tong tién.

BAO VE TOI U'U, PUQC THIET KE DANH RIENG CHO VMWARE

Bao vé dr liéu toan dién cho cac mdi trudng VMware — bao gom ca phién ban vSphere 9 mdi nhat — thong qua gidi phap sao luu may 4o hiéu qua va

khong can cai dat agent.

Sao luu gia tang: Tao ban sao luu may do (VM) theo phuong thirc
gia tang dua trén hinh anh bang cach s&r dung céng nghé Theo doi
Khoi Thay B&i (Changed Block Tracking) tich hgp sdn ciia VMware.

Hb trg irng dung: Bam bao tinh nhat quan cta di liéu cho cac ing
dung va co s& dit liéu (Microsoft SQL Server, Exchange Online Server,
Active Directory) thdng qua quy trinh sao luu nhan dién (rng dung.

Sao luu truc tiép 1én dam may: Giri ban sao luu truc tiép dén
Amazon S3, Wasabi, Azure Blob Storage, Backblaze B2 va cac dich
luu trr twong thich véi S3 khac.

Sao luu vao bang tir: Luu trir cac ban sao luu mdy do trong cac thu
vién bang tir vat Iy va AWS VTL dé luu trir |au dai mét cach an toan va
tiét kiém chi pht.

Xac minh tirc thi: Xac minh kha nang khoi phuc clia cac ban sao luu
may do (VM) théng qua cac bao cdo va dnh chup man hinh clia cac
may da dugc khoi phuc thdr nghiém.

Sao lvu VMware Cloud Director: Bao vé cac déi tugng Cloud
Director, chang han nhu vApp, cac may o riéng |é va chinh sach luu
trr, khoi tinh trang mat dir liéu.

Sao luu tir anh chup luu trir: Sao luu cdc mdy do VMware vSphere
trén cac hé thong luu trir HPE 3PAR, Nimble, Alletra va HPE Primera,
cling nhu cac thiét bj luu trir NetApp, truc ti€p tir dnh chup luu trir
dé nang cao hiéu qua.

Tich hop thiét bi loai bé trung lap: Sao luu vao cac thiét b loai
bd trung 1ap nhu HPE StoreOnce, Dell EMC Data Domain va NEC
HYDRAstor v&i kha nang hé trg cac giao thirc loai bé trung 1ap géc.



KHOI PHUC TU'C THI

BANG THONG SO KY THUAT

Khéi phuc bat ky dir liéu nao ban can tir cac ban sao luu chi trong vai gidy, dong thai ddm bao lubn san
sang Ung phd vdi moi tinh huéng mat dit liéu nho cac tuy chon khdi phuc linh hoat.

Khai phuc may ao tirc thi: Khéi dong cdc mady do VMware vSphere
truc ti€p tir ban sao luu chi trong vai gidy va di chuyén ching sang
mai trudng san xudt mot cach dé dang.

Khdi phuc theo tirng phan tirc thi: Khdi phuc cac tép riéng |é va cac
doéi tugng Ung dung (Microsoft Exchange Server, Active Directory, SQL
Server) vé vj tri ban dau hoac mét vi tri khac chi véi vai ci nhap chudt.

Khdi phuc d6i twong toan dién: Khéi phuc bat ky doi tugng nao,
bat ké ing dung hay loai hé théng tép, truc ti€p tir ban sao luu vao
mot vi tri tuy chinh.

Khoi phuc da nén tang: Xuat cadc ban sao luu dudi cac dinh
dang d7a 4o khac nhau dé khoéi phuc chéo cac may do VMware
vSphere va Microsoft Hyper-V; khoi phuc ngay lap tlrc cac may
vat ly thanh may 4o chi vdi vai ci nhap chudt thong qua tinh
nang khoi phuc P2V.

Khdi phuc may ao truc tiép tir bang tir: Khoi phuc toan bd may do
tir cac ban sao luu dugc luu trir trén bang tur truc ti€p vao ha tang
cla ban ma khéng can s dung kho luu trir trung gian.

LO1iCH

2 LAN

sao luu nhanh hon

49%
TCO thap hon so véi cac
nha cung cap khac khi cd
cung cac tinh nang

nhd& tinh nang theo do&i
thay d6i tich hgp sén

4,8 SAO
di€ém danh gia trung binh
gilip tiét kiém thai gian
va tién bac

5 PHUT.
dé trién khai day

10.000
diém khoi phuc cho

méi ban sao luu dé dap
(ng RPO ngan.

dd va cau hinh
cho gidi phap

GARTNER PEER INSIGHTS

NAKIVO da dugc cong nhan trong Bao cao “Voice of the Customer” tir Gartner® Peer Insights™
cho cac gidi phép sao luu dir liéu va phuc héi cho doanh nghiép

4,8

banh gia chung

BAO VE CHONG RANSOMWARE

96%*

San sang gidi thiéu

Hay bado vé ca s& ha tang sao Iuu clia ban khéi cdc moi de doa mang bang cach két hgp cac gidi phap sao luu chéng
ransomware, kha nang luu trit lai va cac bién phap ki€ém soat an ninh nghiém ngat.

Phan tang sao luu: Luu trir cac ban sao luu may do (VM) tai chd,
Ngoai co G, trén dam may va trén bang tir dé tang cudng tinh dy
phong va dam bao tinh san sang.

Ban sao luru cuc bd bat bién: Kich hoat tinh bat bién cho cac ban
sao luvu may do dugc luu trir trong kho luu trir cuc bd dua trén
Linux d& ngan chan moi su thay déi, bao gom ca viéc ma héa bai
ransomware.

Ban sao luu dam may khéng thé thay dai: Tao ban sao luu may
4o (VM) khéng thé thay d6i trén Amazon S3, Wasabi, Azure Blob,
Backblaze B2 va cac nén tang luu trir tuong thich véi S3 khéac.

Tinh bat bién cla thiét bj loai bd trung Idp: Kich hoat tinh bat
bién cho cac ban sao luu dugc luu trir trén hé thong luu trir NEC
HYDRAstor nham bao vé khdi phan mém tong tién, viéc xéa nham va
cac hanh vi stra d6i trai phép.

Sao luu cach ly mang: Luu trr cdc ban sao luu may do (VM) ngoai
tuyén trén bang tir hodc cac 6 dia NAS/USB c6 thé théo rdi dé tao
thém mét I6p bdo vé chong lai phan mém tong tién.

Quét phan mém dadc hai trén ban sao lwu: Quét cac ban sao luu
may do (VM) dé phat hién phan mém doc hai tiém an va cac truong
hop nhiém ransomware dang &n nau, nham dam bao qua trinh khoi
phuc dién ra an toan.

MGi trwo'ng an toan mang: Bao vé cac ban sao luu khoi su truy cap
trai phép bang cac bién phap kiém sodat truy cap dua trén vai tro, xac
thuc hai yéu t& va ma héa AES-256 tai ngudn, trong qua trinh truyén
tai va khi luu trir trong kho dir liéu.



PHUC HOI SAU THAM HOA

BANG THONG SO KY THUAT

Kich hoat K& hoach B clia ban vé&i cac tinh nang diéu phéi phuc hdi tham hoa toan dién, ddm bao tinh san sang lién tuc trong moi tinh huéng.

Sao chép thai gian thuc cho VMware: Tao ban sao nhan ban cla
cac may 4o VMware (bao gbm hé trg cho vSphere 9) va duy tri chiing
luén dugc cap nhat theo thoi gian thuc khi ¢ thay d6i trén cac may
a0 goc, vai thoi gian khdi phuc muc tiéu (RPO) thap nhat chi 1 gidy.

Sao chép may ao: Tao cac ban sao may do VMware vSphere theo
phuong thire tdng dan, hiéu qua va tuang thich véi ing dung, cé thé khai
dong chi bang mét ct nhap chudt.

Sao chép tir ban sao luu: Tao cac ban sao may o truc tiép tir cac
ban sao luvu may do hién c6 dé gidm tai cho may chd ngudn, giai
phoéng tai nguyén va tiét kiém thoi gian.

Phuc héi hé théng: Tao cac chudi khdi phuc tham hoa tu déng c6
thé dugc khdi chay chi bang mét ct nhap chubt cho cac tinh huéng
khac nhau, bao gdm chuyén déi du phong khan cép, chuyén doi
hoan nguyén, di chuyén trung tam di liéu va kiém thr khéng gay
gian doan.

Xac minh ban sao: Xac minh ngay 1ap tirc cac ban sao VM vdi cac

bdo céo tu dong bao gdm anh chup man hinh cla cac ban sao da
dugc thr nghiém khéi phuc.

AP DUNG CHIEN LU'QC SAO LUU 3-2-1-1 VOI NAKIVO

3

Puoc luu triv
trén 2 thiét bi

3 ban sao dir

liéu cia ban

Luu gitr it nhat ba ban sao
dir liéu trén cac kho luu trir
cuc bo, cac nén tdng dam
may cong cong, bang tur, v.v.

Luu trir trén hai loai
phuong tién luu trir khac
nhau, chdng han nhu
bang tlr hodc dam may.

T [
Véi 1 thiét bj dit

U : Tao mdt ban sao luu bat
Nngoai co' s&

bién hodc céach ly vat ly.
Luu gitr mot ban sao tai

mot dia diém ngoai co

s& hoac trén dam may.

TOI UU HOA HOAT PONG DE NANG CAO HIEU QUA

Tang tdc dd sao luu, gidm ganh ndng quan tri va tdi uu héa dung lugng luu trir nhd vao loat tinh ndng tich hgp san trong

NAKIVO Backup & Replication.

QUY TRINH LAM VIEC TU DONG

Bao vé dir liéu dua trén chinh sach: Ty déng héa cac tac vu sao luu
va khoi phuc bang cach xac dinh cac quy tac chinh sach tly chinh dé
bao gdm hodc loai trir cac may do (VM) dua trén cac tiéu chi cu thé.

Chubi tac vu: Tao cac quy trinh 1am viéc lien mach bang cach lién két
cac tac vu sao luu va sao luu phu véi nhau. Vi du: mot tac vu sao luu
may 4o (VM) thanh céng vao mat vj tri luu trir cuc bd c6 thé kich hoat
mat tdc vu Sao luu phu dé sao chép cac ban sao luu vira dugc tao
sang ddam may céng cong.

NANG CAO KHA NANG THEO DOI VA QUAN LY

Giao dién web da ngdn ngir: D& dang quan ly tat ca cac hoat dong
sao luu va khoi phuc bang ngdn ngit ua thich ctia ban: H6 trg day du
ti€ng Anh va tiéng Tay Ban Nha, cing vdi cac tuy chon khac bao gém
tiéng Phap, tiéng Dlrc, tiéng Y, tiéng Ba Lan va tiéng Trung.

Bang diéu khién téng quan: Theo dai tinh trang cac hoat dong bao
vé dir liéu, cac thanh phan gidi phap va cac su ¢ thong qua mét bang
diéu khién tap trung.

Bang diéu khién lich: Quan ly cac quy trinh bao vé di liéu hién tai va
trong tuong lai, 1én lich cdng viéc va tranh trung lap.

Tim kiém téng quat: Tim ngay |ap tlrc cac VM, ban sao luu, tac vy,
kho luu tr&r va cac d6i tugng khac; thuc hién hanh dong trén két qua
tim kiém.

HIEU SUAT SAO LU'U PUQC TOI UU HOA

Giam dung lwong ban sao lvu: Gidm yéu cau vé dung lugng luu trir
va nang cao hiéu suat nha cac tinh nang nén, loai trir trung lap, loai trir
cac khéi khong sr dung, cat ngdn nhat ky va nhiéu tinh nang khac.

Tang t6c mang: Trién khai thém mét thanh phan Transporter dé tang
téc dd sao luu va khoi phuc trong cac mang LAN va WAN cé luu lugng
cao, dac biét 1a d6i véi cac dich luu trir ngoai co s6.

Chuyén dir liéu khéng qua mang LAN: Tang t6c do truyén di liéu va
gidm tai mang san xuét bang cach sir dung ché dd HotAdd hoac Truy
cap SAN Truc tiép.

GiGi han bang théng: Quan ly viéc s&r dung bang thong mang bang
cach cdu hinh cac quy tac bang thong chung hoac theo tirng tac vy,
dac biét la trong gid lam viéc.

NHE VA TIET KIEM TAI NGUYEN

Dung lugng hé théng téi thigu: Tiét kiém tai nguyén nhd dung lugng
hé théng nhd gon, chi can 2 CPU va 4GB RAM dé trién khai day du.



BANG THONG SO KY THUAT

GIAM SAT CNTT BE CO TAM NHIN TOAN DIEN VA KHA NANG KIEM SOAT

Theo dbi cac chi s6 chinh, bao gom tai/mdrc st dung CPU vat ly va do, mirc s&r dung dung lugng dia do va tai/murc st dung RAM, nham
t6i wu hda hiéu sudt va du dodn nhu cau vé tai nguyén. C4u hinh cac cdnh bao dé nhanh chéng phat hién cac hoat dong dang ngd va
nhan cac loai bao cdo khac nhau vé co sd ha tang.

SAN SANG CHO BAAS VA DRAAS & MSP

NAKIVO Backup & Replication cung cap cho cac nha cung cap dich vu quan ly (MSP) tat ca cac cong cu can
thiét dé cung cap cac dich vu bao vé dir liéu dang tin cdy cho khach hang cé cac cdu hinh CNTT da dang.

MSP Console: Cung cap day du dich vu BaaS/DRaaS cho khach hang hodc Tw phuc vu: Giao cac tac vu bao vé va khoi phuc dir liéu cho cac
quan ly méi trudng khach hang véi cac phién ban doc lap cdia NAKIVO tenant théng qua Céng théng tin Tu phuc vu dé tiét kiem thdi gian.

Back Replication tir bang diéu khién MSP na . . . .
ackup & Replication tirbang dieu khien MSP nang cao Phan b6 tai nguyén cho tenant: Phan b6 céc tai nguyén co sé ha

H6 tro da tenant: Tao t6i da 100 tenant ddc 1ap trong cing mét phién tang bao vé dir liéu cho cac tenant dua trén nhu cau riéng clia tirng
ban s&n pham va quan ly chdng tir mot giao dién duy nhét. tenant.

Bang diéu khién téng quan cho tenant

Cé cdi nhin tong quan theo thdi gian thuc vé moi trudng cla tat
ca cac tenant hién cd, bao gom cdc tac vy, kho luu trit, nat, kho tai
nguyén va tai nguyén da dugc phan bd, tat ca chi trong nhay mat.

Két nai truc tiép: Truy cap cdc moi trudng tir xa thong qua két noi
mot cong duy nhat ma khéng can thiét 1ap VPN.

TRUSTED BY GLOBAL BRANDS

KHACH HANG NOI Gi VE NAKIVO

NAKIVO da gitip chiing toi tiét kiem
duoc thoi gian va chi phi déng ké.
Gidi phdp nay nhanh gap 4 lan,
hoat déng 6n dinh va chi mét 15
pht g€ cai ddt va trien khai. NAKIVO

Backup & Replication mang lai
surtién loi va an tam cho doanh
nghiép cta chiing toi.
Cameron Rezvani, Ky su hé théng cap
cao tai Orange Coast Title Company

Gidi phdp nay da giup ching toi
gidm 50% thai gian sao luu.
Ching téi dé cdi thién théi gian
khoi phuc Ién dén 70% nho tinh
ndng khoi phuc mdy do turc thi va
tinh ndng khoi phuc chi tiét.

Jesus Alfonso Rangel Diaz, Diéu phoi
vién CNTT, Foxconn BC

Chdng toi dé ndng cao hiéu sudt
sao lu'u mdy do Ién it nhét 4 Ién,
doéng thoi khdng con phdi déi mat
véi cdc truong hop sao luu thét
bai nira.

Erik Voerman, Ky su’
hé théng , Traxion



Yéu cau hé thong
Mdi truéng dwoc ho tro

NAKIVO Backup & Replication c6 thé bao vé
cac nén tang sau day:

Ao

+ VMware vSphere v5.5-9.0.1.0

* VMware Cloud Director v10.2.1-10.6.0.1
+ Microsoft Hyper-V 2012-2025

+ Nutanix AOS v6.5-7.5

+ Nutanix AHV v20201105.30417 - 11.0

* Proxmox VE 8.x - v9.0

+ Hb trg tuong thich v&i Proxmox VE 9.1

Microsoft 365

+ Exchange Online, SharePoint Online, OneDrive for Business,
Microsoft Teams

vatly

+ Windows Server 2012-2025 (x64)

+ Windows 11 (21H2/23H2) (x64)

+ Windows 10 (1809-22H2) (x64)

+ Ubuntu Server 16.04-24.04.3 LTS (x64)

+ Ubuntu Desktop 18.04-24.04.3 LTS (x64)
+ Red Hat Enterprise Linux v7.4-9.5 (x64)
+ SUSE Linux Enterprise v12 SP3-v15 SP6 (x64)
+ CentOS Linux v7.0-8.5 (x64)

+ CentOS Stream v8-9 (x64)

+ Debianv10.1-12.8 (x64)

* AlmalLinux v8.7-9.5 (x64)

+ Oracle Linux v7.4-9.5 (x64)

+ Rocky Linux v8.3-v9.5 (x64)

Amazon Elastic Compute Cloud (EC2)
+ T&t ca cac khu vuc AWS

+ T4t ca cac loai instance

+ Pam may riéng o (VPC) va Classic
Ung dung

+ Cosd dirliéu Oracle (RMAN)

DE biét thém théng tin, vui long tham khao Cac nén tang dugc hé tro.

Tich hop hé thong luu trir

NAKIVO Backup & Replication cung cap kha nang tich hop
nang cao vdi cac thiét bi loai bd trung lap sau day:

+ Hé théng HPE StoreOnce phién ban v3.18.18-v4.3.10, v4.3.12
+ HPE StoreOnce VSAThé hé 5

+ Dell EMC Data Domain v6.1-8.1.0.0

+ NEC HYDRAstor v5.5.1-5.7.1

+ Mo-dun I/0 da nang NEC Storage HS v1.8.0-1.8.8

+ HPE3PAROS 3.1.2 trg lén

+ HPE Nimble OS 5.0.2 tr& Ién

+ HPE Primera OS 4.5 tr& |én

+ Hé diéu hanh HPE Alletra 9.4

* NetApp ONTAP v9.6 trg Ién

DE biét thém thong tin, vui Iong tham khdo Yéu cau tich hgp luu trit.

NAKIVO

BANG THONG SO KY THUAT

Tay chon trién khai

NAKIVO Backup & Replication c6 thé dugc cai dat
trén cac hé diéu hanh va thiét bi sau:

Windows

+ Windows Server 2012-2025 (x64)
* Microsoft Windows 11 (21H2-23H2) (x64)
+ Windows 10 (1809-22H2) (x64)

Linux

Ubuntu Server va Desktop 16.04-24.04.3 LTS (x64)
+ Red Hat Enterprise Linux 7.4-9.5 (x64)
+ SUSE Linux Enterprise v12 SP3-v15 SP6 (x64)
+ CentOS Linux 7.0-8.5 (x64)
+ CentOS Stream 8-9 (x64)
+ Debian 10.1-12.8 (64-bit)
« Almalinux 8.7-9.4 (x64)
+ Oracle Linux 7.4-9.4 (64-bit)
* Rocky Linux 8.3-9.4 (64-bit)

NAS

* QNAP QTS v4.3-v5.2.3

* QNAP QuTS Hero h4.5.3-h5.2.0

* QNAP QuTScloud v4.5.1-¢5.1.0

+ Synology DSM v6.0-v7.2.2

+ ASUSTOR ADM v3.5-v5.0.0

* TrueNAS CORE v13.0-U6.2-v13.3-U1

+ Hé diéu hanh Netgear ReadyNAS v6.9-v6.10.10
* WD MyCloud v5

Thiét bi a0
+ VMware v5.5-9.0.1.0 d& dugc cdu hinh sdn
+ Nutanix AOS v6.5-7.5 d& dugc ciu hinh sdn

Phan cirng
NAKIVO Backup & Replication yéu cau cau hinh phan céing nhu sau:

* Méay chi: 2 nhan CPU, 4 GB RAM
* NAS: Tham khao Yéu cau trién khai.

SAN SANG BAT PAU CHU'A?

TAI BAN DUNG THU' MIEN PHi

PAT LICH DEMO MIEN PH{

Tai liéu nay dugc soan thdo nham cung cap thdng tin hudng dan chung va khdng dugc coi la 16i khuyén chuyén maén, 16i dé nghi cong khai hay cam két. Khong cé bat ky tuyén bé hay bao dam
nao (rd rang hay ngu y) dugc dua ra vé tinh chinh xac hodc tinh day dd cdia théng tin trong tai liéu nay; va trong pham vi phap luat cho phép, NAKIVO, Inc., cac cong ty lién két, nhan vién, nha

thau va dai ly clia cdng ty nay khong chap nhan hoac chiu bat ky trach nhiém phap ly, nghia vu hodc nghia vu can trong nao déi véi bat ky hau qua nao phat sinh tir viéc bat ky ai hanh dong
hoac khéng hanh dong dua trén thdng tin trong tai liéu nay, hodc doi véi bat ky quyét dinh ndo dugc dua ra dua trén thong tin d6. Tat ca cac nhan hiéu va tén thuong mai cda bén thir ba déu
1a tai sdn clia cac chd s& hiru tuong Ung.

nakivo.com | +1 408 440 5605 | 4894 Sparks Blvd., Sparks, NV, Hoa Ky 89436-8202
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