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NAKIVO Backup for
Virtualization Platforms

NAKIVO Backup & Replication delivers a comprehensive set of features for
VM backup, instant VM restore, disaster recovery, ransomware protection
and infrastructure monitoring, all within a single pane of glass.

The solution seamlessly integrates with popular virtualization platforms
such as VMware vSphere, VMware Cloud Director, Proxmox VE, Microsoft
Hyper-V and Nutanix AHV.

#1 VM Backup Solution - Fast and Reliable

Incremental backups
Use native change tracking technologies in VMware, Proxmox VE, Hyper-V and Nutanix AHV to
transfer only changed data to save time and storage space.

BENEFITS

2X FASTER

o i Image-based, agentless backup
with incremental change tracking

Create a point-in-time VM copy, including its OS, system state and application configurations,
without the need for additional software inside the VM guest OS.

Application support

0,

49% LOWER COST App-aware consistent backup of applications and databases, such as Microsoft SQL Server,
than other vendors Exchange Online Server and Active Directory.

VMware Cloud Director backup
Backup for Cloud Director objects, such as vApp, individual VMs and storage policies.

9+ RECOVERY OPTIONS Direct backup to Cloud

including instant VM restore Send backups directly to cloud platforms like Amazon S3, Wasabi, Azure Blob, Backblaze B2
and other S3-compatible storage platforms. Create backup copies in the cloud and automate
the process with Job Chaining.

3 OPTIONS Backup to Tape

For ransomware-proof backups Send VM backup copies to physical tape libraries and AWS VTL; easily manage tape devices,
cartridges and backups.

Instant verification
4.8-STAR RATINGS Instantly verify the validity of VMware vSphere and Microsoft Hyper-V VM backups with

) . reports and screenshots of test-recovered machines.
for saving time and money P

Backup from storage snapshots
Back up VMware vSphere VMs on HPE 3PAR and Nimble devices directly from storage
5 MINUTES snapshots instead of regular snapshots.

to deploy and configure

Full and Granular Recovery

Instant VM recovery
Boot VMware vSphere and Microsoft Hyper-V VMs directly from backups; migrate booted VMs
to production if needed.

Instant object recovery
Instantly recover Microsoft Exchange Server, Active Directory and SQL Server objects to the
original location or to a custom location (local folder or SMB share).

Universal object recovery
Recover individual objects by choosing a recovery point and mounting VM disks from the
backup directly to another machine.



Cross-platform recovery
Export VM disks across platforms to recover VMware VMs to a Hyper-V environment and vice
versa, and recover physical machines as virtual machines.

Direct VM recovery from Tape
Restore full virtual machines from backups stored on tape media without a staging repository.

Effective Anti-Ransomware Protection

Backup data tiering
Store VM backups onsite, offsite and in the cloud for maximum data redundancy and constant
accessibility.

Immutable local backups
Enable immutability for VM backups and backup copies sent to local Linux-based repositories
and deduplication appliances.

Immutable cloud backups
Create immutable VM backups in Amazon S3, Wasabi, Azure Blob, Backblaze B2 and other S3-
compatible storage platforms with Object Lock enabled.

Air-gapped backups
Keep VM backups and backup copies offline on tape, detachable NAS, USB drives and other
devices that are detached from the network for ultimate ransomware protection.

Backup Malware scan
Scan VM backup data for signs of malware or ransomware infections and ensure it can be
safely used for recovery.

Disaster Recovery

Real-Time Replication®™ for VMware
Instantaneously replicate VMware VMs as changes are being made to the source VM with
RPOs as low as 1 second.

VM replication
Create and maintain VMware and Hyper-V VM replicas, identical copies of source VMs.

Replication from backup
Create VM replicas directly from backups to reduce the load on the source host, free up
valuable resources and save time.

Site Recovery

Create automated disaster recovery sequences that can be launched with one click. Perform
scheduled non-disruptive recovery testing, planned failover, emergency failover, failback and
datacenter migration.

Application support
Application-aware replication for replica data consistency in applications and databases, such
as Microsoft Exchange Server, Active Directory and SQL Server.

Replica verification
Instantly verify VMware vSphere and Microsoft Hyper-V VM replicas; get a report with
screenshots of test-recovered machines.

Monitoring for VMware

Monitor the CPU, RAM and disk usage of VMware hosts and VMs, as well as the disk usage of
vSphere datastores for real-time and historical data.
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Recognized by customers
across industries

Named in the Honorable

Mention Section in the 2024
Gartner® Magic Quadrant™

Enterprise Backup and
Recovery Software
Solutions again*

What customers
say about NAKIVO

NAKIVO saved us a
significant amount of time
and money. The solution is
4X faster, works without
errors, and took just 15
minutes to set up and
deploy. NAKIVO Backup &
Replication provides ease
of use and peace of mind
for our business.

Cameron Rezvani, Senior Systems
Engineer, Orange Coast Title Company

After the setup was
complete, we were able
to back up our VMware
environment directly to
the cloud and we can
now perform recoveries
at any time and from
anywhere. | have peace
of mind knowing that
even if a disaster strikes,
our business-critical data
is always recoverable
from an offsite backup in
Amazon Cloud.

Rick Braddy, Founder
and CEO/CTO of SoftNAS, Inc.
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MSP-Ready for BaaS and DRaaS

MSP console
Deliver full BaaS/DRaas services to clients; create and manage local as well as remote tenants
with standalone deployments of the solution from a unified and intuitive web interface.

Advanced Multi-tenancy
Create up to 100 isolated tenants within one product instance and manage them from a single
pane of glass.

Self-service portal
Offload data protection and recovery tasks to tenants via the self-service portal.

Tenant resource allocation
Allocate data protection infrastructure resources (hosts, clusters, individual VMs, backup
repositories) to tenants.

Direct connect
Access tenant environments via a single port connection without requiring a VPN connection.

Performance-Boosting Features

Native change tracking
Utilize VMware CBT, Hyper-V RCT, Proxmox CBT and Nutanix AHV CRT to identify changes
without reading the full source data and create faster incremental backups.

LAN-free data transfer
HotAdd or Direct SAN Access modes to increase data transfer speeds and offload production
networks.

Network acceleration
Increase performance in busy LAN and WAN environments with built-in network acceleration.

Bandwidth throttling
Limit the speed of backup data transfers by configuring global or per-job bandwidth rules,
especially during working hours.

Ready to get started?

TRY FOR FREE GET FREE DEMO

Americas EMEA
+1 408 440 5605 +44 074 8287 7208

System Requirements

Supported platforms

VMware vSphere v5.5-8.0d

VMware vSphere v9.0
(Compatibility support)

VMware Cloud Director v10.2.1-10.6
Microsoft Hyper-V 2012-2022
Nutanix AOS v6.5-6.10 (LTS)
Proxmox VE 8.x

Full solution deployment
requirements

On VM or physical machine
CPU: x86-64, 2 cores

RAM: 4 GB + 250 MB for each
concurrent task

Free space: 10 GB

On NAS

CPU: x86-64, 2 cores

RAM: 1 GB + 250 MB for each
concurrent task

Free space: 10 GB

Storage Integration

HPE StoreOnce system v3.18.18-v4.3.7
Dell EMC Data Domain v6.1-8.1.0.0
NEC HYDRAstor v5.5.1-5.7.1

NEC Storage HS Universal Express 1/O
Module Version v1.8.0-1.8.8

HPE 3PAR OS 3.1.2 and later

HPE Nimble OS 5.0.2 and later

HPE Primera OS 4.5 and later

HPE Alletra OS 9.4

NetApp ONTAP v9.6 and later

For more information, refer
to Storage Integration Requirements.
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