White Paper
White Paper

A Guide to Microsoft Office 365
Data Protection with NAKIVO
Backup & Replication

White Paper

Overview
The cloud shift has been happening for a while, but the COVID-19 pandemic has further
accelerated it. The cloud computing market and especially SaaS offerings are growing at an
unprecedented pace. According to forecasts, this market is set to reach USD 832.1 billion by
2025, up from USD 371.4 billion in 20201. Microsoft 365 alone has reached over 1 million user
organizations worldwide in 20202.
With the Microsoft Office 365 suite’s impressive results in improving business productivity
and reducing IT costs, and the platform’s reliable track record in maintaining platform uptime,
organizations have been relying on different Microsoft Office 365 applications in their day-today operations. This shift to Microsoft’s cloud platform has meant that these organizations’
business data resides exclusively in the cloud, more precisely on Microsoft’s servers. However,
the mindset shift about data protection in the cloud has been slow to happen. One common
misconception persists among these organizations about how much control they retain over
their cloud data and who is responsible for its safety.
Backups and third-party solutions like NAKIVO Backup & Replication have long become the
standard for ensuring data protection and recoverability in any failure scenario. However, when
it comes to Exchange Online, OneDrive for Business and SharePoint Online data, organizations
are only starting to recognize one glaring blind spot — the need for data protection, and
specifically third-party backup solutions for SaaS data.
Confusion over terms like availability, redundancy, recoverability and backups may have been
the culprit. In simple terms, Microsoft ensures the platform uptime and availability with georedundancy for user data. Neither, however, can replace full-fledged backups and provide
point-in-time restores following a data loss incident. Microsoft 365 data protection remains
the responsibility of the data owners.
As confusion over the differences between these buzzwords clears up, organizations using
NAKIVO Backup & Replication are adding another layer to their data protection arsenal —
Backup for Microsoft 365. This white paper offers a brief overview of Microsoft’s shared
responsibility model and the main threats to your Microsoft Office 365 data. It focuses on the
key considerations when choosing a backup and recovery solution for your Microsoft Office 365
data with a particular focus on how NAKIVO can help protect your Exchange Online, OneDrive
for Business and SharePoint Online data.

1 MarketsandMarkets, 2020
https://www.marketsandmarkets.com/Market-Reports/cloud-computing-market-234.html
2 Statista, 2020
https://www.statista.com/statistics/983321/worldwide-office-365-user-numbers-by-country/
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The Shared Responsibility Model:
Microsoft vs Microsoft Office 365 User
With any cloud provider, it is important to understand how the tasks of platform security,
data security and data protection are divided between the provider and the user. Any
misunderstanding of these responsibilities may lead to users losing control of their data and
suffering potential data loss consequences.
As stated in Microsoft’s service-level agreement (SLA), which sets out the shared responsibility
model for Microsoft 365 apps and services, Microsoft is responsible for keeping its infrastructure
available and ensuring that various Microsoft Office 365 applications run seamlessly for users
worldwide. Managing and protecting the data that resides in Microsoft’s data centers, on the
other hand, is unequivocally the user’s responsibility.
Simply put, you, as a Microsoft Office 365 user, have to use a third-party backup solution to
ensure that your data is reliably protected and recoverable whatever the potential threat and by
that mitigate the consequences of data loss events.

The Main Threats to Microsoft Office 365 Data
Different threats can potentially lead to loss or corruption of your data in the cloud. The threats
below only cover those that undermine the safety of your data. The threats to Microsoft’s servers,
platform and other cloud provider responsibilities are outside the scope of this white paper.

The Main Threats to Microsoft Office 365 Data
Accidental Deletion

Internal and External Threats

Accidental deletion is the most common
form of data loss in Microsoft Office 365.

Malicious actors can come from both
outside and within an organization.

Retention Policy Gaps

Legal and Compliance Penalties

Incomplete data retention policies may lead
to data loss and result in operational and
legal risks.

Noncompliance with data retention laws
and regulations exposes organizations
to penalties.
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Accidental Deletions
An accidental deletion is an unintentional deletion by an authorized user. It’s a costly human
error that may lead to millions of dollars in losses for some businesses. Depending on the
source, accidental deletion is either the leading cause of data loss in the cloud or in the top
three causes. You can accidentally delete important emails, documents or any other critical
data that might be needed in the future in a matter of seconds.
Microsoft 365 offers some built-in features to prevent loss but they have limited recovery and
retention functionality. For example, you have the Recycle Bin and Recoverable Items folder. If
a user deletes an email, for example, the email will go to the Recoverable Items folder for up to
30 days, depending on the retention policy. This is called a soft deletion. After 30 days or less,
the email is permanently deleted. This is a hard deletion.
The native retention policy tools in Microsoft 365 are short-term. This means that the user
has to recognize the mistake within the retention policy timeline. They are intended for cases
involving a user putting the wrong folder in the Recycle Bin or accidentally deleting an email.
These Microsoft 365 features offer no redundancy if an administrator permanently deletes an
inbox during routine maintenance or if an accidental deletion goes unnoticed.

Internal and External Threats
Internal threats may not be the biggest threat to Microsoft Office 365 data. Nevertheless, a
disgruntled employee or a rogue administrator looking to make a profit can still be a potential
cause of data loss. So whether it’s personal or financial, internal security threats can leave you
scrambling to recover from data loss. External security threats deserve a closer look as they have
been on the rise according to Microsoft3. External threats include any malicious actors who aim
to delete data to disrupt your operations or use ransomware to force your business into paying
large sums of money to regain access to the data.

Microsoft Digital Defense Report, 2020
Criminals “are now spending significant time, money, and effort to develop scams
that are sufficiently sophisticated to victimize even savvy professionals. Attack
techniques in phishing and business email compromise (BEC) are evolving quickly.
Previously, cybercriminals focused their efforts on malware attacks, but they’ve
shifted their focus to ransomware, as well as phishing attacks with the goal of
harvesting user credentials.”

3 Microsoft Digital Defense Report, 2020
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Microsoft is responsible for providing the baseline security architecture to protect users
from such malicious activity. It’s a game of cat-and-mouse, however, and security patches are
often one step behind. Furthermore, social engineering allows attackers to bypass security
protections by gaining access directly from an employee. Microsoft offers no substantive data
protection beyond the software’s native security architecture.

Retention Policy Gaps
Retention policy gaps emerge when your company’s data management strategy fails to
completely address how data is retained. These gaps — or protection failures — expose you to
operational and legal risks.
An administrator might neglect to back up former employee data. In that case you will end
up with data loss. When you deactivate an employee’s account after their departure from the
company, Microsoft will automatically delete the inactive user account and all of the account’s
associated data after 90 days. Furthermore, with the employee gone, it’s common for businesses
to lose track of important data assigned to that employee’s user account. If that important data is
not backed up, the business will not be able to recover it after the retention period ends.
So we get to the main cause of these gaps: incomplete backup rules. Microsoft 365 does not
offer a native backup function, which means that you must incorporate third-party backup and
recovery solutions into your Microsoft 365 operations.

Non-Compliance with Laws and Regulations
Depending on the industry, a business may have to maintain data archives for compliance, to
meet financial regulations, produce evidence for legal cases and document consumer data
use. These legal and compliance rules may vary depending on the industry and the country,
but they can all incur penalties.
For businesses with operations or clients in the USA, for example, the Sarbanes-Oxley Act
of 2002 requires businesses to store financial data for reporting. The Federal Rules of Civil
Procedure forces businesses to preserve and submit data relevant to court cases. Not
something you expect to happen, but when it does, you don’t want to be at a disadvantage.
Consumer data laws, such as the General Data Protection Regulation (GDPR) in the European
Union, stipulate that businesses must document how they use consumer data and provide
evidence upon request.
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Microsoft Office 365 offers limited functionality to help businesses observe legal and regulatory
requirements. Microsoft’s Litigation Hold feature permanently freezes data, preventing
deletion, but storage is limited to 100 GB. Large businesses will exceed this limit fast. Plus,
Litigation Hold only works with currently available data, which means that previously purged
data is inaccessible. For example, if a user is accidentally deleted, their Exchange Online,
OneDrive for Business and SharePoint Online data is deleted too. This includes a mailbox that
was placed on hold.

Selecting the Right Microsoft Office 365
Backup Solution
Your best line of defense against the threats to your SaaS data is to employ a third-party
backup solution that can properly back up your Exchange Online, OneDrive for Business and
SharePoint Online data. NAKIVO Backup & Replication provides reliable and flexible protection
for your Microsoft Office 365 data for four main reasons:
1. Your data is recoverable after accidental deletion, ransomware attack or sabotage by
disgruntled employees.
2. You can set flexible retention policies to store data and archive it for as long as you need.
3. You can easily run searches in your backup data to find the items you need to meet
compliance requirements specific to your industry and fulfill e-discovery requests.
4. Most importantly, you regain full control of your Microsoft Office 365 data with backup
stored in your local data center.
With so many backup solutions on the market, there are several factors to consider when
choosing the right backup solution for your Microsoft 365 data. Below are the main reasons
why NAKIVO Backup & Replication is the right backup solution for your business.

Backup Efficiency
If your company manages large volumes of critical data, it will require daily, perhaps even
hourly backups. Full backups of large quantities of data can take a long time and use up plenty
of resources, not to mention a lot of storage space. Your backup solution should enable you to
perform incremental backups of Microsoft Office 365 data.
With incremental backups, an initial full backup of all the Microsoft Office 365 account data
is created, and, consequently, only items that have changed since the previous backup are
copied. By default, NAKIVO Backup & Replication performs incremental backups of Exchange
Online mailboxes, OneDrive for Business files and SharePoint Online sites. This approach
results in faster backups and smaller storage space requirements.
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Granular Recovery
When an important Microsoft Office 365 item is deleted accidentally or intentionally, time may
be of the essence when it comes to restoring that item. With NAKIVO Backup & Replication,
you can restore individual emails, files, folders, document libraries and lists to the original or
a different location.
This results in near-instant recoveries from backups. Just choose a recovery point, which is a
copy of your data at a particular point in time, and find the item you need. NAKIVO Backup &
Replication allows you to create up to 4,000 recovery points so you can perform flexible pointin-time restores.

Advanced Search
To make sure that granular recoveries are fast and efficient, the right backup solution must
provide an easy way to find your lost items. Trying to find the deleted file you need could be
like finding a needle in a haystack — at short notice! You should be able to choose a backup
and easily search for the needed item.
NAKIVO Backup & Replication enables you to browse, search and recover Exchange Online
individual emails, OneDrive files and SharePoint Online document libraries and lists almost
instantly from onsite backups. This functionality comes in handy when you need to promptly
provide data to meet compliance requirements, prepare financial reports or respond to
e-discovery requests.

Backup Automation
Performing regular Microsoft Office 365 backups manually can consume a great deal of time and
essential resources. NAKIVO Backup & Replication allows you to create a backup schedule to
run Microsoft Office 365 backup jobs on auto-pilot. Advanced backup job scheduling in NAKIVO
Backup & Replication offers you the peace of mind that your SaaS data is protected at all times.
You can use the built-in Calendar dashboard to get a comprehensive view of your past, current
and future jobs to avoid job overlaps and network congestion. And with your routine backup jobs
automated, you can redirect your time and resources to other critical tasks.
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Long-Term Data Retention
Depending on the industry and regulatory requirements, organizations may retain their data
for varying terms. When choosing a backup solution, you have to make sure that it can help
you meet long-term retention requirements and retrieve previous versions of the backed up
data when required to meet regulatory requirements or e-discovery requests.
NAKIVO Backup & Replication enables you to create flexible retention policies for full control
of your Microsoft Office 365 data. You can create thousands of recovery points for every
Microsoft Office 365 backup job and rotate them daily, weekly, monthly or yearly using the
industry standard grandfather-father-son (GFS) data retention scheme. NAKIVO Backup for
Microsoft Office 365 allows you to tailor the right retention policy that can optimize your
storage space consumption and ensure the required data is retrievable at any time.

Ability to Scale
When your business grows, your IT infrastructure grows with it. Therefore, it would be
best to have a flexible backup and recovery solution that can be scaled to meet business
requirements. Your Microsoft Office 365 backup solution should be able to handle a growing
amount of data and meet your business’ current as well as future needs without having to
make any significant modifications in the existing setup or requiring an additional investment.
With NAKIVO Backup & Replication as your backup and recovery solution, you can protect
thousands of Microsoft Office 365 users with a single deployment of the solution. NAKIVO
Backup & Replication can be easily scaled up or down to fit the growing volume of your
business’s data and avoid unnecessary costs. Moreover, NAKIVO Backup & Replication for
Microsoft Office 365 is licensed per user, meaning that you only pay for what you need, saving
you unnecessary expenditure.

Comprehensive Solution
When deciding on a SaaS data backup solution, you should consider the different workloads
you need to backup. The right solution should not add complexity and require more resources.
Rather, it should provide reliable data protection for all your workloads — ideally from a single
point of control.
As a multiplatform, comprehensive data protection solution, NAKIVO Backup & Replication
not only protects Microsoft Office 365 data but can also safeguard your virtual, physical and
cloud infrastructures. NAKIVO Backup & Replication provides backup, instant granular restore,
replication, disaster recovery orchestration, backup to the cloud, backup to tape and backup
copy in one convenient web interface. Moreover, the solution offers advanced features that
enhance backup performance, improve reliability and boost data recovery.
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How to Back Up and Recover Your Microsoft
Office 365 Data in NAKIVO Backup & Replication
NAKIVO Backup & Replication enables you to back up Exchange Online mailboxes, OneDrive
for Business files and SharePoint Online sites to ensure that your Microsoft Office 365 data is
recoverable whatever the scenario. In addition to a user-friendly interface, NAKIVO Backup &
Replication provides an easy and quick wizard for creating backup and recovery jobs for your
business data residing in Microsoft 365. What is more, you can specify the items you want to
back up, where you want to store the backups and how often you want your backup jobs to
run, along with other backup options.

Configuring NAKIVO Backup & Replication for Microsoft 365
For the software to discover Microsoft 365 data and back it up, you have to start with
configuring NAKIVO Backup & Replication for Microsoft 365. To do that, add the Microsoft 365
account to Inventory in NAKIVO Backup & Replication.
In the left menu, click Settings, open the Inventory tab, and then click Add New. Select Microsoft
365 account in the list. On the Add New Microsoft 365 Account page, enter your Azure Tenant
ID, Azure Client ID, and Azure Client Secret. Go ahead and specify a name for the account,
this way you’ll be able to quickly identify it when you’re performing backups and recoveries in
NAKIVO Backup & Replication.

NOTE: If you don’t have your Azure credentials, you can get the Tenant ID, Azure Client ID,
and Azure Client Secret from the Microsoft Azure portal. Log in to portal.azure.com using your
Microsoft 365 account credentials. Click the Azure Active Directory icon located in the featured
section or the categories list on the left.
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In the left menu, click App registrations and then select New registration.

Enter a name for the registration, for example NAKIVO Office 365 OE, and click Register.
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The application has been successfully registered and you can see your Azure credentials.
Copy the Directory (tenant) ID and paste it to the Azure Tenant ID field of the NAKIVO Backup
& Replication interface. Also, copy the Application (client) ID and paste it to the Azure Client
ID field. Next, go back to the Azure portal to set the correct API permissions. For this, click API
Permissions.
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Then click Microsoft Graph, then the Application permissions tab. Click Files, select
Files.ReadWrite.All, then click User and select User.Read.All. Once you’ve done
that, click Update Permissions. Note that to add backup and recovery for Microsoft
Exchange Online accounts you would need to additionally provide Mail>Mail.ReadWrite,
MailboxSettings>MailboxSettings.ReadWrite permissions.

12

White Paper

Now you need to generate a Client Secret. To do that, go to the Certificates & secrets
section and click New client secret.

Enter a name for the secret in the Description box and choose when you want the client secret
to expire. Then click Add. You can see the generated client secret below. Let’s copy it to the
Azure Client Secret box in NAKIVO Backup & Replication.
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Creating Your First Backup Job
Before you get started, you have to create a special Backup Repository for Microsoft 365
backup data in NAKIVO Backup & Replication. To do that, in Settings, open the Repositories tab,
click Add Backup Repository, and then Create Backup Repository. For all your Microsoft 365
related activities you have to select the SaaS Backup Repository.

Next go to Dashboard, and create a Microsoft 365 backup job. To create a backup job, click
Create on the Dashboard, and then click Microsoft 365 backup job.
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Backup Job Wizard for Microsoft 365
Step 1: Sources
You can add an entire Microsoft Office 365 account(s) or separate Exchange mailboxes,
OneDrive for Business files or SharePoint sites to your backup job on the Sources page. On the
Sources page, select the items you want to add to the backup job. When selecting a Microsoft
Office 365 account, all the mailboxes, SharePoint sites and OneDrive instances included in that
account will be included in the backup job. If you want to back up a specific item, you can use
the Search functionality to locate it quickly.
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Step 2: Destination
You can specify the storage location for your backup, either a single location for all backup
items or different SaaS Backup Repositories for each item on the Destination page.
1.

Setting a Single Backup Repository for All Items
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2. Setting a Different Backup Repository for Each Item
Click Advanced options to back up the items to different Backup Repositories.

Step 3: Schedule
On the Schedule page, you can set multiple scheduling options (jobs can run daily, monthly,
weekly, or yearly), and choose to run the backup job manually, or configure jobs to run
sequentially.
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Chained Job
You can also choose to run a backup job after a previous one has completed by selecting Run
after another job from the schedule drop-down list.

You can have more than one schedule for your backup job by clicking Add another schedule
and set the second schedule as you did with the first one above.
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Step 4: Retention
NAKIVO Backup & Replication allows you to create recovery points for each item in the Backup
Repository after each backup job on the Retention page. The recovery point you make
represents your Microsoft Office 365 account, Exchange Online mailbox, OneDrive for Business
instance or SharePoint Online site at a specific point in time, and allows you to restore the
entire account or individual items from the Backup Repository. With NAKIVO Backup &
Replication, you can specify the number of recovery points you want to keep in the backup
repository using the Grandfather-Father-Son (GFS) backup rotation scheme.

Step 5: Options
On the Options page, you can define the name of your backup job, set the pre and post
actions and limit the Transporter load.
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With NAKIVO Backup & Replication, you can choose to receive email notifications on job
completion status. To send email notifications, select Send job run reports to and insert one
or more email addresses in the text box — use (;) to separate multiple email addresses.

Creating a Recovery Job
To start object recovery for Microsoft 365 from the Dashboard, click Recover and then click
Microsoft 365. The Object Recovery Wizard for Microsoft 365 opens.
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Object Recovery Wizard for Microsoft 365
Step 1: Backup
On the Backup page of the wizard, select a backed up mailbox, OneDrive instance or
SharePoint site using either a Backup Repository or Jobs & Groups view in the left pane.
Then select a recovery point in the right pane.

Step 2: Recovery Account
On the Recovery Account page, specify the Microsoft 365 account to which you want to
recover your items. You can choose to recover to specific mailboxes, OneDrive instances or
sites later in the wizard. Select the required account from the Account drop-down list.
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Step 3: Objects
On the Objects page, you can select the items (emails, folders, files) to be recovered
from the backup.
The Objects page contains the Search box at the top. The search box allows you to search for
emails, files, folders, libraries or lists. Enter the word or a part of the word into the search box
and hit Enter on the keyboard. All items matching the criteria will be displayed in the Contents
pane on the right.

After locating the items you need to recover, select the checkboxes next to their names. You
can select different object types for recovery at the same time.
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Step 4: Options
On the Options page, you can recover items to the original location, or to a specific Exchange
Online mailbox, OneDrive instance or SharePoint Online site.
To recover Microsoft 365 items to the original location:
1. Select Recover to original location from the Recovery type drop-down list. All emails,
folders, files, libraries and lists will be recovered to their original places within the Microsoft
365 account.
2. Choose the naming convention for the recovered items.
3. Optionally, you can select Recover access permissions to preserve the original access
permissions of the selected items after recovery. The option is enabled by default
4. Click Recover.
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Conclusion
In today’s fast-moving business world, your business data residing on SaaS platforms isn’t
immune to data loss. Whether it’s employees accidentally deleting or overwriting data or
malicious actors targeting your organization. Ensuring your business’s critical data is safe across
all workloads and infrastructures at all times is a nonstop process, which can be both challenging
and time-consuming. Microsoft recommends using third-party backup and recovery solutions to
ensure the safety and recoverability of your Microsoft Office 365 data.

Microsoft Digital Defense Report, 2020
“Take a 3-2-1 approach to backups: Backups are essential for resilience after an
organization has been breached. Apply the 3-2-1 rule for maximum protection and
availability: 3 copies, original + 2 backups, 2 storage types, and 1 offsite or cold copy.”

NAKIVO Backup & Replication delivers reliable protection for Microsoft Office 365 data and
ensures that your business data is at hand and recoverable at all times. With NAKIVO Backup
& Replication deployed in your environment, you regain control over your Exchange Online,
OneDrive for Business and SharePoint Online data.
With easy-to-follow backup and recovery wizards in NAKIVO Backup & Replication, you can
schedule backup jobs, specify backup destinations, set your own retention policies and
perform data recovery jobs. The solution provides multiple recovery options that allow you to
meet compliance requirements and quickly fulfill e-discovery requests. And most importantly,
your entire infrastructure, whether virtual, cloud or physical is protected from a single pane of
glass for streamlined administration, reliable protection and efficient resource utilization.
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Comprehensive Data Protection
with NAKIVO Backup & Replication
NAKIVO Backup & Replication is a fast, reliable and affordable solution that delivers backup,
replication, instant granular recovery and disaster recovery in a single pane of glass. NAKIVO
Backup & Replication protects your virtual, physical, cloud and SaaS environments and offers
high-level features that improve backup performance, enhance reliability and boost the data
recovery process.
Deploy in under 1 minute

Protect Data Across Platforms

Pre-configured VMware VA, Nutanix AHV and
Amazon Machine Image; 1-click deployment
on ASUSTOR, QNAP, Synology, NETGEAR,
FreeNAS-based and WD NAS; 1-click Windows
installer, 1-command Linux installer

Native, agentless, image-based, applicationaware backup for VMware, Hyper-V, Amazon
EC2, Nutanix AHV; Windows/Linux physical
servers and workstations; Microsoft 365 data;
Oracle Databases.

Streamline Data Protection

Increase Backup Speed

Automatically protect machines matching
policy rules, which can be based on machine
name, tag, size, location, and so on.

Exclusion of swap files and partitions, global
backup deduplication, adjustable backup
compression.

Reduce Backup Size

Simplify Management

Incremental backups with CBT/RCT/CRT, LANfree data transfer, network acceleration; up to
2X performance boost when installed on NAS.

Simple, fast, easy-to-use web interface,
accessible anytime and anywhere —
even from a mobile device.

Ensure Recoverability

Decrease Recovery Time

Instant backup verification with screenshots
of test-recovered VMs; backup copies offsite,
to tape or Amazon S3, Wasabi or
Microsoft Azure.

Instant recovery of VMs, files, and application
objects (Exchange, Active Directory and SQL);
automated Site Recovery; instant and full P2V
recovery.

About NAKIVO
NAKIVO is a US-based corporation dedicated to delivering the ultimate backup, ransomware
protection and disaster recovery solution for virtual, physical, cloud and SaaS environments. As
one of the fastest-growing backup and ransomware recovery software vendors in the industry,
NAKIVO boasts 24 consecutive quarters of double-digit growth, 5-star online community
reviews, 98% customer satisfaction with support and a network of over 7,000 partners
worldwide. Over 22,000 customers in 171 countries trust NAKIVO with protecting their data,
including major companies like Coca-Cola, Honda, Siemens and Cisco.
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