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Introduction
Hyper-V environments provide businesses with the efficiency, convenience and cost-savings of
virtualization. If businesses rely on Hyper-V virtual machines (VMs), they need to have a Hyper-V
backup and recovery solution in place for two reasons: data protection and availability. Data
protection refers to ensuring the integrity and recoverability of a business’s data given that
data loss. Availability refers to the reliability of access to systems, machines and applications by
employees. Backup and recovery solutions help businesses achieve both these goals by creating
recoverable backups and replicas of Hyper-V VMs.
This white paper explains how Microsoft Volume Shadow Copy Service, the foundational
concept for Hyper-V backups, works at the technical level. The white paper then compares a
native Microsoft backup solution, Data Protection Manager, with the third-party backup solution
NAKIVO Backup & Replication.

Volume Shadow Copy Service
Volume Shadow Copy Service (VSS), available in Windows 7–10 and Windows Server 2008–
2019, is the native tool for backing up Hyper-V virtual machines (VMs) even when business
applications are in use. VSS works by quiescing disk volumes and then taking a snapshot of
the disk. Quiescing a disk volume means that the OS is “frozen” for a moment, allowing VSS
to capture all the data. Quiescing is critical because it ensures that the data from applications
and databases, such as Microsoft SQL, is transactionally consistent, that is, any data recovery
will be fast and simple. Without transactional consistency, businesses could lose critical data
and waste valuable time without it. Wasted valuable time arises because if a backup is not
transactionally consistent, then the IT support team will need to perform a time-intensive
restore of SQL Server, Microsoft Exchange or another similar database/application.
Windows Server and Windows OS both include VSS to make it possible to perform backups of
Hyper-V workloads. The backup software uses four tools to make this possible: VSS Service,
VSS Requestor, VSS Provider and VSS Writer. Each of these components works together to
ensure transactionally consistent backups.
If backup software does not quiesce the disk volumes before performing a backup, then the
resulting backups will be “crash-consistent.” With crash-consistent backups, if a user makes
changes to an application or database while the backup job is running, then the data may
become corrupted. As an example, imagine that a business runs its Microsoft SQL Server on a
Hyper-V VM.
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While the administrator is running a routine backup, an employee makes a change to the
database. If the backup software does not quiesce the disk volumes, the Hyper-V VM backup
will not be transactionally consistent. As a result, when the VM is recovered, the Microsoft SQL
Server will not be restored properly.
VSS uses four primary functions to produce a transactionally consistent backup: VSS service,
VSS writer, VSS requestor and VSS provider. The VSS service operates at the highest level and
ensures that the other components work together to produce a backup. The VSS requestor
is the software, which in most cases is a backup application that requests VSS to create a
snapshot of the disk. The VSS writers, which are a part of individual applications or the OS,
provide a set of consistent data for backup. The VSS writer in Microsoft Exchange, for example,
provides transactionally consistent data for the backup of the Hyper-V VM by quiescing
the Hyper-V VM. The VSS provider handles the creation and management of the snapshot.
Together, these four components ensure that backups created with VSS are transactionally
consistent.

Native Data Protection with Hyper-V
Microsoft offers native backup functionality for Hyper-V infrastructures with System Center
Data Protection Manager (DPM), which is part of the System Center product line. DPM allows
businesses to back up Hyper-V VMs and then recover them without using third-party Hyper-V
backup software. However, it is important to note that DPM lacks much of the functionality offered
by third-party solutions, such as scheduling, flexible recovery options, and so on.
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DPM allows businesses to back up Hyper-V VMs at the host-level or guest-level. It is important to
understand how these methods differ and which method is preferable for different use cases.

Guest-level Hyper-V backup
Guest-level Hyper-V backup with DPM uses an agent to back up the machine. An agent is
a component of backup software and is installed on the VM, enabling the parent backup
software to perform a backup of the VM or applications and files on the VM. A guest-level VM
backup uses a VSS writer to quiesce the VM and take a snapshot of the VM. As a result, the
backup is application-aware, which means it retains transactional consistency. Due to the rise
of more efficient agentless solutions, backup methods that use agents are commonly referred
to as legacy backup solutions.
There are three common use cases for guest-level Hyper-V backups: when the guest OS
on the Hyper-V VM is not supported; when the VM is connected to a storage area network
(SAN) or network attached storage (NAS) on the guest OS level; or when you need to perform
granular application-level recovery of backed-up objects.
The most significant disadvantage of guest-level Hyper-V backups is that it can be inefficient
and time-consuming. First, an agent must be installed on each VM, requiring the IT team to
devote time away from other tasks. Second, a guest-level VM backup does not capture the
configuration settings of the VM, such as the virtual CPU, memory, disks, network, and so
on. This means that when the VM is recovered, the IT team must first create and configure
a new VM with matching configurations for the recovered VM. Third, guest-level VM backup
consumes more computing resources than host-level backups.

Host-level Hyper-V backup
Host-level Hyper-V backups with DPM operate on the hypervisor level. This method captures the
entire VM, including configuration settings. Generally speaking, host-level Hyper-V backups are
the preferable approach where possible. DPM offers two methods of performing a host-level
backup: Saved State Method and Child VM Snapshot Method. The major difference between the
two methods is that the Saved State Method is not transactionally consistent whereas the Child
VM Snapshot Method is transactionally consistent.
The Saved State Method puts the VM into hibernation mode and then uses the Hyper-V
hypervisor VSS writer to take a snapshot of the VM. The snapshot is then used to make a backup
of the VM. A snapshot, which is referred to as a VM checkpoint, is created so that data is not
modified while the backup takes place. Once the backup snapshot has been taken, the VM is
awakened from hibernation and can be used again.
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Unlike the Saved State Method, the Child VM Snapshot Method does not need to put the VM
into hibernation mode, which means that the VM can be online while the backup takes place.
In addition, the Child VM Snapshot Method is application-aware and retains transactional
consistency. It is worth noting that in Hyper-V environments, a “child VM” refers to the same
thing as a “guest VM” in other environments. For this method, the DPM protection agent must
be installed on the server hosting the Hyper-V hypervisor. As a result, the Child VM Snapshot
Method can also be used to backup Hyper-V clusters. The key requirement for this method is for
Hyper-V integration services to be installed on the child VMs. For businesses using contemporary
versions of Hyper-V, this is done by default.
Host-level Hyper-V backups offer several advantages when compared to guest-level Hyper-V
backups. First, they do not require a DPM protection agent to be installed on every VM that
needs to be protected. Second, host-level backups include the configuration of the VMs,
removing the need to configure a new VM upon recovery. Third, Hyper-V VM backups are
application-aware and transactionally consistent. These three advantages translate into improved
backup efficiency and lower administrative overhead and eliminate the risk of data corruption as
a result of transactional inconsistency.

Hyper-V VM Protection with NAKIVO Backup &
Replication
NAKIVO Backup & Replication is an integrated, all-in-one data protection solution for virtual,
physical, cloud and SaaS environments. For Hyper-V, the solution provides the same advantages
offered by host-level VM backup from DPM: agentless, incremental backups of VMs and clusters
with support for Hyper-V’s native Resilient Change Tracking (RCT). In addition, NAKIVO Backup &
Replication includes a range of full and granular recoveries; backup size reduction techniques;
disaster recovery orchestration; and backup administration tools. NAKIVO Backup & Replication
provides a rich set of unique data protection features as well as built-in disaster recovery
automation and orchestration with Site Recovery.

Hyper-V backup: application-aware, incremental backups
NAKIVO Backup & Replication is agentless. The software solution uses RCT to perform
incremental backups and maintains transactional consistency with application awareness. The
backups capture the entire VM, including configuration files, such as the virtual CPU, memory,
disks, network, and so on. This means that Hyper-V VMs can be recovered from backups, and
the recovered VMs can be immediately deployed in a production environment without any
additional configuration.
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Like host-level backups from DPM, NAKIVO Backup & Replication uses VSS to ensure
application-awareness. Each Hyper-V backup can support up to 4,000 recovery points.
Recovery points in NAKIVO Backup & Replication represent a Hyper-V VM as of a certain
moment. This kind of backup enables point-in-time restores. Depending on businesses’
preferences, these recovery points can be cycled out on a weekly, monthly or yearly basis.

Hyper-V backup: performance and administration
NAKIVO Backup & Replication includes built-in tools that lower storage costs, shorten backup
times, reduce network load and simplify backup administration.
For lower storage costs, the tools include Global Deduplication, compression, log truncation
and the exclusion of swap data, unused blocks and partitions. These tools work together to
dramatically reduce the size of Hyper-V VM backups and, by excluding unnecessary data, shrink
backup windows.
NAKIVO Backup & Replication reduces network congestion with Network Acceleration, LAN-free
Data Transfer and Advanced Bandwidth Throttling. Network Acceleration can speed up backup
times by up to 2 times in WAN or busy LAN environments. LAN-free Data Transfer with the
HotAdd feature enables NAKIVO Backup & Replication to directly access VM data stores and
bypass the host’s TCP/IP stack, resulting in faster backups and reduced load network. Advanced
Bandwidth Throttling puts a limit on how much bandwidth backup jobs can consume, which
ensures that data protection activities do not interfere with core business operations.
NAKIVO Backup & Replication simplifies backup administration with automation and integration
tools. For automation, the solution offers Job Chaining and advanced job scheduling, which
enables businesses to set backups to run automatically on their preferred custom schedule.
Regarding integration, NAKIVO Backup & Replication provides storage integration with Dell
EMC Data Domain (with DD Boost support), NEC HYDRAstor and HPE StoreOnce (with Catalyst
support) to leverage increased Hyper-V backup and recovery performance.

Hyper-V recovery: instant full and granular
NAKIVO Backup & Replication supports full and granular and recoveries for Hyper-V
environments. Each recovery type is designed for different specific use cases. Full recoveries
are used to restore an entire VM after a data loss event or machine failure. NAKIVO Backup
& Replication can almost instantly boot Hyper-V VMs from any supported backup destination
directly in a Hyper-V production environment. Instant granular recoveries are designed to
restore individual files or objects from a Hyper-V backup without first recovering the entire
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VM as soon as you need them. NAKIVO Backup & Replication has features that allow
businesses to instantly recover files, folders or any application object directly from Hyper-V
backups to the original or a custom location.

Disaster Recovery for Hyper-V environments with
NAKIVO Backup & Replication
For businesses with an extensive Hyper-V infrastructure, one of the top threats is a disaster
event hitting their primary production site, resulting in significant downtime and data loss. Both
outcomes translate into financial losses and, depending on the types of data lost, reputational
losses. The possible causes of such disaster events include natural disasters, malware attacks
and large-scale machine failures.
NAKIVO Backup & Replication includes Site Recovery to help businesses create reliable,
automated disaster recovery workflows for Hyper-V environments. This feature is designed
to eliminate downtime in the event of a disaster. In practice, this means that a business can
immediately switch from the environment that crashed to a standby environment with the use
of Hyper-V replication and the failover/failback tools.
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The prerequisite for Site Recovery is to have up-to-date replicas stored offsite. This ensures
that the Site Recovery replicas will be safe if a disaster occurs at your primary site. NAKIVO
Backup & Replication allows you to create replicas from Hyper-V VM backups without
interfering with your production VMs.
To prepare for a possible disaster, NAKIVO Backup & Replication enables users to create
automated workflows. This simplifies the complex disaster recovery process into a couple of
clicks. This allows businesses to build multiple disaster recovery workflows of any complexity to
address various disaster scenarios, be it planned failover, emergency failover, failback or data
center migration.
To ensure the effectiveness of disaster recovery workflows, NAKIVO Backup & Replication
includes the option to perform test Site Recovery jobs. Test jobs give businesses the
opportunity to confirm that recovery workflows work correctly and are up to date. Importantly,
test recoveries do not interfere with the production environment and provide a simple method
for auditing processes.

Conclusion
DPM from Microsoft offers businesses a native backup solution for Hyper-V environments.
For businesses that already pay for System Center, DPM offers the basic backup functionality
needed to ensure Hyper-V VMs are protected. However, third-party solutions on the market
offer a wider range of features for improved data protection and recoverability as well as
simpler administration.
NAKIVO Backup & Replication protects businesses’ Hyper-V VMs and the rest of their
virtual, physical, cloud and SaaS environments. The third-party solution provides the same
functionality as DPM while adding advanced recovery types and administration tools at a lower
price point. The key decision for businesses when approaching Hyper-V backup and recovery
is to assess how much they rely on the functionality provided by the other components of the
System Center suite. If the other functionality is not needed, NAKIVO Backup & Replication
represents a better option at a lower price point.
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Comprehensive data protection with NAKIVO
Backup & Replication
NAKIVO Backup & Replication is a fast, reliable and affordable solution that delivers backup,
replication, instant granular recovery and disaster recovery in a single pane of glass.
The product protects virtual, physical, cloud and SaaS environments. NAKIVO Backup &
Replication offers advanced features that increase backup performance, improve reliability and
speed up recovery.
Deploy in under 1 minute
Pre-configured VMware VA, Nutanix AHV and
Amazon Machine Image; 1-click deployment
on ASUSTOR, QNAP, Synology, NETGEAR,
FreeNAS-based and WD NAS; 1-click
Windows installer, 1-command Linux installer

Protect Data Across Platforms
Native, agentless, image-based, applicationaware backup for VMware, Hyper-V, Amazon
EC2, Nutanix AHV; Windows/Linux physical
servers and workstations; Microsoft 365
data; Oracle Databases.

Streamline Data Protection
Automatically protect machines matching
policy rules, which can be based on machine
name, tag, size, location, and so on.

Increase Backup Speed
Exclusion of swap files and partitions, global
backup deduplication, adjustable backup
compression.

Reduce Backup Size
Incremental backups with CBT/RCT/
CRT, LAN-free data transfer, network
acceleration; up to 2X performance boost
when installed on NAS.

Decrease Recovery Time
Instant recovery of VMs, files, and application
objects (Exchange, Active Directory and SQL);
automated Site Recovery; instant and full P2V
recovery.

Ensure Recoverability
Instant backup verification with screenshots
of test-recovered VMs; backup copies
offsite, to tape or Amazon S3, Wasabi or
Microsoft Azure.

Simplify Management
Simple, fast, easy-to-use web interface,
accessible anytime and anywhere —
even from a mobile device.

About NAKIVO
NAKIVO is a US-based corporation dedicated to delivering the ultimate backup, ransomware
protection and disaster recovery solution for virtual, physical, cloud and SaaS environments. As
one of the fastest-growing backup and ransomware recovery software vendors in the industry,
NAKIVO boasts 24 consecutive quarters of double-digit growth, 5-star online community
reviews, 98% customer satisfaction with support and a network of over 7,000 partners
worldwide. Over 22,000 customers in 171 countries trust NAKIVO with protecting their data,
including major companies like Coca-Cola, Honda, Siemens and Cisco.
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